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FEMA 452

Building Vulnerability Checklist
Step by Step Process
48-page Checklist

Site

Architectural

Structural Systems

M Vulnerability Question Guidance Observations Building Envelope

1 Site Utility Systems

Mechanical Systems (heating, ventilation,
and air conditioning [HVAC] and CBR)

1.1 | What major structures surround Critical infrastructure to consider includes:
the facility (site or building(s))?

Telecommunications infrastructure :

What critical infrastructure, O Plumbing and Gas Systems

overnment, military, or acilifies tor broadeast TV, cable TV: cellular ;
?ecreulion facilities :re in the local nefworks newspape ofies, producion, and Bdricl Sysams

. . distribution; radio stations; satellite base stations; il leiog

ur.e.u.ﬂmt impact fransportation, telephone trunking and switching stations, including Ire Alarm Jystems
utilities, and colluteral damage aritical cable routes and major rights-of-way 1 RN RRU | . SO
(attack at this facility impacting _
the other major structures or Electic power systems Technology (IT) Systems
attack on the major structures Power plants, especially nuclear facilities; transmission Equipment Operations and Maintenance
impacting this facility)? and distribution system components; fuel distribution,

delivery, and sforage ; o :
What are the adjacent land Security Systems _

4 uses immediately outside the Gas and ol facilities
r{;‘?! Eerll:l?e'?r,;.i this fulity (ite o Huzardous material facilifies, oil/gas pipelines, and
vﬁ%g il storage facilities
N Risk MANAGEMENT SERIES 5



FEMA 452 |

Automated Software to Prepare Risk Assessment

FEMA

FENA 452: Risk Assessment Database

Agsecement Cheeldist |
- Adminisiratire Functions |

m Used in the preparation of the VA Assessment

® Prioritizes major vulnerabilities in a particular building

W Prioritizes major vulnerabilities among a large
stock of buildings 2

® Identifies and rank mitigation measures

Produces risk assessments reports

RISK MANAGEMENT SERIES




FEMA 452

Satateleleltete
sleleletetetets!
wlelelaletelels!
Saleteleteleds!

ssssss

:

—

Baliding Infrasirciure
RISK MANAGEMENT SERIES

Methodology

1l

—



FEMA 452

Type of Assessment and Team
Composition

Screening Phase

(1) Site and Architectural; (1)
Security System and
Operations (1 day)

Full on Site Evaluation

(1) Site and Architectural; (1)
Structural and Building
Envelope; (1) Mechanical,
Electrical, Power systems
and Site Utilities; (1) IT and
Telecom; (1) Security
Systems and Operations

(1-3 days)

Detailed Evaluation

Site and Architectural,
(1) Structural and
Building Envelope; (1)
Mechanical, Electrical,
Power systems and Site
Utilities; (1) IT and
Telecom Modeler; (1)
Security Systems and
Operations; (1)

1 CBR Modeler: 1 Cost
Engineer
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STEP 1. THREAT — Any indication, circumstance, or event
with the potential to cause loss of, or damage to an asset

Involves two activities:

= Selection of Primary Threats: tools
and tactics as well as people with intent
to cause harm

= Determining the threat rating: a
parameter use to quantify your losses

Weapons, tools, and tactics
can change faster than a
building can be modified

RISK MANAGEMENT SERIES 9 T =



FEMA 452

Activity 1. Selection of Primary Threats

. ] Scenario | Access | Knowledge/ HI:stnry of A“T:tli y Asset . Site . (l:l"lli‘ﬂrl}!
to Expertise | Threats Visibilit Accessibility | Population/ |Damage/Distance
Criteria Agent - (Building Symhnlir g «Cu|:||lui:ﬂ]|I to Building
Functions/ @
Tenants)
'. 9-10 Heudilﬂ Basic Local incident | Existence Open aceess, | > 5,000 Within 1,000-foot f
available | knowledge,/ widely known/ | unrestricted radius A
open source lconic parking  ——
6-8 to |Bachelor's  |Regional/ | Existence Open access, | 1,001-5,000 | Within 1-mile radius
produce | degreeor | Stafe locally known/ | restricted
technical landmark parking
school/open
sientific or
technical

. . ilerulure : :::.:.: ARIAN .'if
Sophisticated Methods  g.5= I piffiuh [Advanced  |Notional | Exstence |Controlled | 251-1,000 | Wihin Zmile radivs | ...

include TM5-853 Army- mOtl training,/rare Etblish;‘uell- I
Air Force Engineering s e b fown Emﬂ
Manual; State of Florida ucquire | literature
HLS-CAM: and the DoD 1-2 Ve Advanced | International | Existence not | Remote 1-250 Within 10-mile
’ difficult | degree or well-known/ | location, radius

CARVER process fo fraining,/ No symbolic | secure

produce | classified imporfance | perimeter,

or information armed

aequire guards 1|iighll1_|r

conrolle

FEMA N

RISK MANAGEMENT SERIES 10
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Selected Threats

® Vehicle Bomb. 500-Ib. car bomb detonating within 15 feet of
building exterior

B Suicide Bomber. 50-1b. satchel or vest detonating in interior space
or near primary structural member

® Chemical Agent. Sarin gas is most toxic of the listed agents;
assumed worst case

B Biological Agent. Recent mail attacks with Ricin, no antidote, high
economic productivity loss

B Cyber. Impact on telecommunications and security systems

RISK MANAGEMENT SERIES 11 E



FEMA 452

Activity 2. Determining Threat Rating

Threat Rafing

Yary High

10

Vary High - The likelihood of o threat, wepaon md taciic being used aguinst the site or
buildine is immeninet, nternal dection makers and‘or axtemal law enforcment and intel-
ligence agencies determin the threat & crdble

High

89

High The likelihood of o threot, wepaon md tadic lm'ng wad ug:insnhn site or |1u'|ﬂ'|n5is

sxpacted, intamal decision makers and/or axternal low snforcmant and infaliganes ogenies
datarmina the thraat is adible

Medium High

Medism High- The lkaeliboad of o threat, wepoon and tncti being used against the site o
buildine is probable, intemal desision makers and/or ecxternal low enforcmant and intak
ligence agencies determin the threat & crdble

Madium

3]

Madum - The kkelhood of o 1|1ram,wa|mn and toctic lmh! used uguimﬂ'a site of huiHing
[3 pnm'Ha, mtarnd dedsion makars and/or extamal low enforcment and imdhpn:n agen-
ias detarming the thrant is known but not varifiad

Waduim Low

Madism Low-The likebhood of o threat, wepaon and tactic being sed in the reghon is prob-

ahle, internal dacision makers ond/‘or eternal lmw enforcment and intelligence ogencies
datermina the thraat s known but not lkaly.

23

Low- The lkelihood of a threat, wapaen and tacfic heing used in the region & passible, in-
temal decision makers ond/ar externd low enforcment md inteligens agencies determin
the threat exists but not likel;y

Very Low

Wary Low - Tha [kalihmd of a threat, wepaen and tacic baing usad in the region or against
the site or building is very negligible, infernd dedsion makers and/‘er extemal low enfore-
ment and intelligence ogandas detarming the thrant is on-sxistent or axtremaly unlikely.

Key elements

Likelihood of a
threat (credible,
verified, exists,
unlikely, unknown)

If the use of the
weapon is
considered

imminent, expected,

or probable

“- | et | S8, | ited | R
Admilnlstration Slta
S s Assat Vilua 4 4 [
Threat Rafing I l i Threat Rating [ 4 1
Yulnerability Rating Yulnerability Rating

[Engineering Structoral Systenss
Aasat Value [ B B Hssit Vil [ [ [
Threat Rafing i 5 b Thraat Rating 3 4 3
Yulneratility Rating Vulnerability Rafing
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Potential Blast Effects

FEMA 452

STEP 2:
ASSET VALUE
The degree of
debilitating
Impact that ; i _
wou Id be Potential Bi_ast.E_ffgpts-- Nom_in.all.Truck Bomb [ [T
caused by the B S
destruction of o

an asset | T

— — - —
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FEMA 452

Asset Value Rating

Very High — Loss or damage of the building’s assats would have excep-
tonally grave consaquences, such as extensive loss of life, widespread

hﬂé H savers injuries, or total loss of prmary services, cara processes, and
fanctions. Key elements
High — Loss or damage of the building"s sssats would have zrave con-
59 saguences, such as loss of Life, severe injuries, loss of primary services,
- ¥ | cr msortoss o core rocesses s fcrions for s exended e of Loss of assets
e
Meadinm High — Loss or damage of the building's sssets would have and/or people WOUId
Medium High 7 serions conseqrences, such as serious injuries or impaimment of core have grave, SGI’IOUS,
processes and fumctions for an extended period of tme.
Meadium — Loss or damage of the building's assets would have moderate mOderate’ or
Medum 5-b to sarious consequences, such as injuries or inpairment of core finc- neg||g|b|e
tons snd processes.
Medium Low — Loss or damage of the building’s assets would have Consequences Or
Medum Low 4 moderate consequences, such as mnar injuries or minor impainment of |mpaCt
core fanctions and processes.
Low — Loss or damage of the building’s assets wonld have nunor
Low 13 consequences or impact, such as a slight mpact on core functions and
processes for a short period of time.
= . Very Low — Loss or damage of the building's assets would have negli-
™ gille consequUences Or INpact.
St Adviistration
Msset Value 4 4 4 4 Haset Vilua [ g [
Yiulnerability Rating
Structural Systems E::l":;ﬂ"‘""“’
Hzsel Value [ ] 8 8
Msset Valua ] ] ]
Threat Rafing
Volnerabilty Rafing ol iy

Yulnerability Rating
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STEP 3: Vulnerability — Any weakness that can be exploited
by an aggressor to make an asset susceptible to damage

ll; e
B
Il

i

E: 15 feet
166 killed

".‘ ":_‘ I A == r
S e

Khobar Towers

Murrah Federal Building YIELD (xTNT

Equiv.)
20,000 Ib. — :
_ Stand-off —— —
N\ 80 feet —
) FEMA 19 killed = —

RISK MANAGEMENT SERIES 15 =——




FEMA 452

Vulnerability Rating

Very High — Ona ar more major wadknesses have been idenified thot make the asset
Very H n axtremely suscepfible to an aggressor or hazard. The building locks redundoncies/ Key elements
= physical protaction and the entira building would be arly fundional again ofter o
wery long period of fime after the altack.
High — One or mors major wenknesses have been identified that moke the mset Number of weakness
High 89 highly susceptibile to an aggressor or hazard. The building has poor redundondes,
physical protaction and maost part of the bulding would be anly functional again after @
 lorgg period of fima after the oitack. Aggressor potentlal
Medium High — An important weakness hos been identified that mokes the msset vary IT —
Medium High 7 suscaptiale fo an aggressor or bazard. The building bas inodequate redundarcies,” accessibili ty —_ =
physical pratection and mest ritical functions would be anly oparafional again after o
long period of ime ofter th aitod.
Medium — A weakness hos been identfied that makes the nsset airly suscepible Level of
Medi toan aggressor or hazand. The building has insuffident redundancies, physical . .
=l protection ond mest part of the bulding would be anly fancianal ogain after o redundanCIeS/p hyS|Ca|
eonsiderable period of time after the attack. .
Medium Lew — A wenkness has been idardified that makes the oset somewhat prOteCtlon
Bk 1o 4 susceptible to an oggressor or hazard. The bulding bos incorporated o fairlesdt
of redundancies/ physical protection and most eritical fundions would be only .
oparational gain after a considembla period of fime after the atfack. Time frame for the
Low — A& minor weakness hos been identified that dightly increases the suscaptibility ildi
L 2.3 of the sset 1o an aggressor or hazord. The building hos incorporated o good bu”dln_g to beco_me
o redundancies; physicnl protedion and the building would be operational within o op erational again
short-paricd of fime after an oftock.
Very Low — Mo weoknesses exist. The building has incorporated scellent
Very Low 1 redundancies, physical profedion and the building would be operafional immediataly
after an attack.
Armsed Atteck Amsed Attack _
Infrastreciure Cyber Attod (single guarsan) Vahicla Bernb (BR Attock Function Cyber Attad {singlo guamon) Velicle Bersb CBR AHack —
Site Sl —
Hssel Value 4 4 4 4 Assef Value § 5 5 5
Thea! Raling i ] 3 1 Thrent Rating [ ] 3 2
Yulnerability Rating 3 § L] g Vulnerabiliry hﬁng ) T 9 .|
hui'aiui . 8 i g g Agset Value 8 [] g B
Threat Rating 3 i 3 3 Threat Rating 8 [3 6 2
Hulneratily Raing 2 4 8 ! Hulnerablty Rating 2 4 ] [




FEMA 452

STEP 4: Risk
The potential for
loss of, or
damage to, an
asset. Itis based
upon the value of
the asset in
relation to the
threats and
vulnerabilities
associated with It.

RISK MANAGEMENT SERIES 17
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Risk = Threat Rating x Asset Value x Vulnerability Rating
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Functional Chart Functions Major Threats
450 1400
400 1 o0 L1, Ya\
350 - 000 \
2(5)8 — — o Cyber Attack \/ \ D
1N @ Vehicle Bomb . \
200 -+ . 600
150 1 B Suicide Bomber | — e
100 i 400
50 200
O T T T 0
Administration Engineering Data Center Security Day Care Cyber  Vehicle  Suicide Chemica  Biologica
Attack Bomb Bomber Sarin Ricin
Infrastructure Chart RO . W)
Infrastructure Major Threats
600 2500 -
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400 Rttt
300 | 2000 1 ! ‘ y
100 | 1] ] ik AEGEEE
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Prioritizing Mitiaation Options
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STEP 5: Selecting Mitigation Options

FEMA 452

o |nstall on internal public oddress system.

e Stagger interior doors and offset interior and exterior doors.

* Eliminate hiding places.

» Instoll o second and separate telephone service.
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* |nstoll radio telemetry distributed antennas throughout the facility.
* Use o badge identification system for building access.
e [nstall o CCTY surveillance system.

* |nstall an eledronic security alorm system.

* |nstall rapid response and isolation features into HVAC systems.
» llse interior barriers fo differentiate levels of security.

* Locate utility systems oway from likely orens of potentiol attack.
* Install call buttons at key public contact areas.
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